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1 Decision/action requested
Endorse the proposal
2 Rationale
This contribution discusses a potential Release 18 study for authenticating carrier applications via IMS.
[bookmark: _Toc513201990]3 Background and Security Issues
Carrier applications running on major OSes (e.g., Android and iOS) and other privileged applications often need to assist in the authentication of user identity. For example, a user may desire to upgrade her service via a carrier app. In this scenario, the operator’s backend server needs to confirm the user’s identity before updating the user’s registration. For enhanced security, carriers typically require the user to supply passwords and/or use OTPs delivered over SMS. However these mechanisms can be insecure (SMS can be hijacked), cumbersome (the user may need to remember or store login information, and key in OTPs) and worse unworkable (if the SMS server is unreachable for any reason). Other mechanisms such has header enrichment/header injection are also problematic because they require the user to be connected over cellular service and cannot be used over Wi-Fi.
4 Potential Solutions
In order to mitigate the security issues discussed above and simultaneously improve user experience, it is important to consider alternate mechanisms that do not require user intervention. 
Since users are anyways IMS registered at all times, a potential solution is to leverage IMS registration for user authentication. Operating systems are aware of the IMS identifier(s) assigned by the carrier (P-Associated-URI). Privileged applications such as carrier apps have access to these identifiers. In theory, these applications can report the P-Associated-URI received over SIP messaging back to the backend server for authentication purposes. However, reporting identities in plaintext is a security risk and the backend server cannot really be assured that the identity being reported is not fake. A possible solution approach is to have carriers sign the P-Associated-URI value sent in the SIP/2.0 OK response. Carrier apps can then present their identity along with the carrier-signed signature to the application backend server to transparently and seamlessly authenticate the user and app. The details of designing such a mechanism needs further study.
5 Way Forward
[bookmark: _GoBack]The above-mentioned solution in Clause 4 is only one way forward but not necessarily, the chosen one, in a future study in SA3; other feasible solutions should also be taken into consideration. 
It is kindly suggested to study this issue in SA3 and analyse all the potential feasible solutions in R18. 
Proposal 1: It is suggested to create a study in SA3 to address the above security issue and analyse all the feasible solutions. 





